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Sean: | put together sort of a problem statement that we can maybe throw out to the group
if that's okay, and then we can kind of open up the forum unless somebody else has
something that they wanted to start with. So yeah, the problem statement that | sort of, you
know, me and Yanko talked about a little bit earlier, you know the HTML, there's an
HTML5 spec obviously in the MOS protocol. For us, it's always worked fine. We had a
non-browser based NCS client where we controlled the container that was being used to
host the plugins. And we were able to pretty much do whatever we needed to do with that.
And you know it worked, it probably also worked really well in the past. | know when we
created this spec. There was things in there about origins and cross site, you know,
security models and stuff like that. And in the past, when that was created, it probably all
worked. But what we're starting to see is, you if you're full browser based and you're
hosting plugins in an iframe within your NCS, more and more we're getting restricted by
the security policies that are going in place with the browsers. And then. What's even
worse than that is while your solution may work when you release it as the browser
versions are changed and the security policies are changing, we're kind of trying to hit a
moving target here. And so our customers go, you know, this isn't working anymore. And
we go, we don't understand. We didn't even change anything on our end or the plugin
vendor didn't change anything on their end. What actually changed was the version of
Chrome they're using. So we kind of have a bit of an unsustainable place in that on any
given day a customer may update their browser and key production workflows may stop
working. So | think the problem, that's sort of the problem statement is how do we get to a
stable place where we know that we're reliably, as reliably as we can be in the web-based
world, make sure these integrations work. The two areas that we've person like on the
coming from the storytelling and the NPS side and seeing this is the plugins that have
implemented cookie based authentication is one area we've had, you know, an integration
with | think it was Grass Valley that, you know, we were having issues with login and
nothing change except the version of Chrome because they disabled some of the or
changed the security around cookies based authentication and then drag and drop is
another huge area where we're having to do some really hacky stuff around those two
things. So. That's sort of been our experience. Um, and | guess let's maybe start out with
opening the floor to what other experiences are out there. What did I, what did | miss? Or
maybe we're doing something wrong and I'm crazy here.

Milan: No, it doesn't sound like that. | mean, we've saw pretty much the same issues as
you mentioned, especially as you said, the drag and drop, it is more and more complicated
to be able to drag something from an iframe and drop it to your client. And yeah, so we
always have to like, do some development changes and so on. And yeah. As you said if
the customer upgrades browser, this whole thing might stop working, which is, yeah. You
cannot fix that in a minute, or | really need to make a change in the code and then upgrade
them and things like that, which is yeah, takes too long.

Sean: Alex, you guys as well have had probably the longest history maybe of being a web-
based NCS.

Milan: Well, they were born on the web, no?



Sean: Yeah, | mean, you guys have dealt with this the longest time and | remember, you
know, when Shawn Snider was very active in this and sort of pushed forward this spec,
there was discussions about a lot of these things, but am | sort of right in thinking, because
those of us were a little newer to the web-based space, am I right in think that a lot of what
maybe was created then worked well then, but is starting to not work as well because of
changes to the browser space, or what's your perspective on that?

Alex: Yeah. My perspective is that there are a few things you can do that make, you know,
make things a little more consistent generally, like enforcing SSL in all cases and using
like course headers as an example. And that gets you around a lot of problems and they're
often still fine with the various browsers. But yeah, no, it's a little bit difficult. One of the
biggest difficulties we tend to have is that every vendor is different in what Kind of. You
know, security options are available, uh, for a given plugin, right? Like, so do you want to
have SSL certs? Can you trust those certs, um, everything like that, right. And that's one of
the biggest difficulties that we ended up seeing when we're, uh, actually working with our
customers who are having trouble getting, you know plugins to open, uh consistently with
an inception. So yeah, there's a lot of change, like small changes requiring enforcement of
security. That are not always obvious to you as like just a consumer of the product so you
end up kind of in a difficult position with trying to troubleshoot exactly where things have
gone wrong but yeah it's always been a little bit tricky but lately there's definitely more
need for consistency and higher levels of security than there have been previously.

Sean: So it's, | mean, it sounds like those sorts of things are, are pretty immediate action
item out of that would be to augment the most protocol document with what are those,
those settings that like, we should all be using, you know, all the vendors and, and CS
system should consistently used so that, you know, for all using the same thing, we won't
have those kinds of problems. And right now, maybe we don't specify enough, that enough
in the protocol document. And maybe that would be a good like immediate action item is
let's shore that up. If, if, you know, you guys have some suggestions, we could contribute
as well. We could probably come up with a, | want to say it should almost go beyond best
practices, like a, this is the definition of what headers you should be including and what
security options you should. Um, to be mosque compliant with your plugin. So maybe we'll
take that off the Slack, but Phil, and I'm not sure what the process would be if that would
be a whole new version of the protocol document, like just for an HTML5 change, but we
should probably consider how we would want to encapsulate that and say, | know in the
past we had things like profiles and this and that, but how would we actually say, going
forward to say you're fully compliant with HTML5 spec version this, you're gonna also have
these settings and this consistent way of doing things.

Phil: Currently in the document we have a section that is all about plugins and | would
update that and move it up to another dot version.

Sean: Okay, so yeah, maybe that's like a really immediate thing that we could do to make
what we have today, today better. Are there any other pain points other than sort of we've
seen the cookies-based authentication drag and drop other areas that people have seen
issues in the integrations that I'm not, you know, | haven't seen or we haven't listed.

Lukas: | may want to add a little bit of a note here that, for example, the drag and drop is
basically, there is no specification in the browser for the drag-and-drop when the plugin is
embedded in the in the iframe and so some browsers behave differently. And what I've

discovered that it's like securing it, securing the plugin and doing everything like securely



and over SSL, it's not always enough for the browsers. So the drag and drop. May be a
little bit harder to solve, even like right now.

Yanko: What I've seen generally, because the assumption is that the plugin and the NCS
are going to be, that's why we have the iframe, right, because they're on different domains,
hosts, whatever. What we saw in practice was that like Chrome, | would like to say
Chrome-based browsers like Edge and like GoPro or whatever, but we've tested only on
Chrome to be honest, like Chrome just doesn't work. Like if there is no message from the
plugin, the drag and drop event never makes it to the parent host if they're hosted on
different domains. It encapsulates the event. At least that's what we've been seeing.

Lukas: Yeah, | can read it. | can post you a link to the Chromium issue that actually has
this described so that you can all see. It's basically that the security issue is that basically
the user doesn't see where the data are coming from. And so they just don't allow that.
https://issues.chromium.org/issues/40077680#comment23

Milan: Lukasz, but what you said is that the user doesn't see where the data are coming
from. This is the URL. You need to always show the URL presented to the user,

Lukas: Yeah, which is current, which | don't think it's possible in the in embedding in
iframe. So we try to, because there is in the command that | posted in the chat, there's like
some kind of list of what is possible. So. for example, dragging and dropping from another
browser tab, it's possible. Because the user actually sees the URL where the data are
coming from and so it's like Knowledged, he has the full knowledge about the origin, but
yeah, because this is actually, in iframe it's hidden away from the user, so that's why they
see it as a security concern. However, this is not specified in the JavaScript or HTML
specification.

Sean: And this looks like the last comment on this thread is June 24th. And | don't know
the process in Chromium for getting a change in there, but based on that, it may not even
be really on the roadmap to fix this, or they may see it as a feature and not a bug, right?
Yeah, exactly.

Milan: And deal with it, yeah, that's how it is.
Sean: That's interesting. Jesper, | think | saw you had your hand up.

Jesper: Oh, so Luca pointed to the same thread. So, | researched this and worked on this
exact issue for a client. | think it was last year. Interesting bit about that thread is that it
started back in 2013. So it's a quite old discussion. Oh, wow. But yeah, my conclusion is
the same. There is no possible way of allowing drag and drop cross-domain, including sub
domains which are treated as different origins. Um, so the only option we looked at was
you have, you, you can, you can host two apps through a proxy on the same domain, uh,
but then you will have namespace problems within your file within your application. So it's,
it's a mess. It's not something you can do across vendors. It's something you could do
inside one organization. If you have two product teams that can coordinate and say that
this is how the two apps can be mangled together, but it's never going to work in the
industry. We ended up, and | guess others on this call have done the same of faking the
process with post messages in the background. | see nodding heads. So we did that and
we did a quite elaborate work on actually documenting it. So we wrote an article on the full
problem. We made a proper sequence diagram of it. That is the property of my client,
which might be willing to... Open source it at some point. That's something | can go back


https://issues.chromium.org/issues/40077680#comment23

and ask for if that's something that would contribute to the, to this work. But yeah, we
ended up there.

Sean: Yanko, | think have we done the same thing?

Yanko: Pretty much. Yeah. | mean, it's uh, | wouldn't say it's So in depth just because it's
like it's not released yet or whatever. But basically we faked it as well like The proxy That's
what | told strong as well right the The two ways | see it is either a procs some sort of a
proxy approach you know, the two ways of solving this without having to fake it is what |
should say, is either some sort of a proxy approach, but that means that either every
organization or even every station in every organization, first it needs to have its own like
configuration, which is kind of not the best thing in the world. And then the other thing is
that as you said there might be some namespace problems or whatever depending on like
the NCS architecture or deployment model or the plugin it really depends a lot but the
other things is that and obviously this is also quite a bit of a shake-up that might work is
that the plugins themselves can get packaged as a dynamically loadable thing. And then
on the NCS side, we can also work to do that as well. But that is, | think that's a pretty
involved process to be honest.

Jesper: | think, so sorry if I'm repeating stuff that's been discussed earlier as I'm new to
this group today, but obviously this is the limitation of the iframe and the iframe is old and
trusted and it works, but not in this case. And obviously web tech has evolved a bit like
from that. So web components would be the alternative to look at, but | mean, it's a
completely different world trying to move an industry in that direction as opposed to just
saying, this is where we point your.

Yanko: That's what | meant by different packaging, | meant components, but it's all a
shakeup on the most vendor side of how they deliver their plugins and on the NCS side
because they need to be able to load those HTMLS5 plugins dynamically as well. But to be
honest that is probably the most let's say sure way that this is going to work in all
situations, but it's quite a bit of effort and a very big shake up in the protocol itself.

Sean: So some examples of that would be like putting into the protocol, you know, that,
uh, Angular elements or lit, or one of those, those sort of, uh, plug in, you know
frameworks, if you will, would be how we would, you know, recommend building this. And
then that way they can play. Cause |, even though Angular elements, | think specifies you
build the thing in Angular, | the, the host doesn't need to be Angular, right? If you can still
host it anywhere. But if we did that, there would be another mechanism that's a far more
standard way of doing this than I, or a far less prone to being uprooted by browser security
than the iframe, right? A more consistent way, | guess, of doing these. But what would be
the appetite, and we have some vendors on the call, what would the appetite for, you
know, doing that for saying like we're going to build the plugins and maybe in the next
version of the protocol using Angular elements or lit or some model that is standard that
way we don't have to use iframes anymore.

Jim: My feeling, there's so much inertia in the industry that you're gonna end up with
different versions of software all over the place, different versions of the interface. One
nice thing about MOS is it just really hasn't changed much over the years. That would be a
concern.

Alex: Yeah, | think it would be a really interesting exploration to see if there's like a proof
of concept like a really lightweight concept or something to see how that would look and



like to understand what the full scope of that might look like for both like the NCS side and
the like plugin side as well. Do think, though, that that's a lot of work to put in just for drag
and drop. While that would be a really nice thing for a lot of the user experiences, as |
understand, a lot vendors are also moving away from plugins entirely or trying to minimize
the requirement to. Even open a plugin in your NCS. So | kind of wonder how much
appetite there would be for that across the board and how much you'd actually like kind of
get back from that. But yeah, | mean, it's gonna be such a mixed bag with version and
you'd have to keep supporting iFrames for a long time regardless, because customers
aren't gonna upgrade to the newest version just because they can, right? Like we've still
got customers trying to use ActiveX and that hasn't been properly supported in ages, so.

Sean: Yepp, yepp.

Phil: I've heard from more than two vendors at this point. They have major security
concerns around iframes and don't want to do it and a lot of times they're just pulling out of
it and are saying, run us in a separate window.

Sean: But at the same time, we keep hearing about single pane of glass and our
customers wanting that. And so, you know, part of what empowers that is the extensibility
model of these plugins, right? So I think it's tricky. | mean, yeah, you can go to more API-
based integrations and things, but boy, now you're in a world where there's a lot of custom
stuff out there where you're building, you got to go between your system and everybody all
the time. And we could look at a different, | guess a different approach. Than plug-ins and
saying, well, maybe we can be a group that has been traditionally done, can standardize
the way those APIs work to make that easier, rather than attacking this from a visual plugin
model, more attack it from an API model and say, well, look, these are, you know, like we
have for the backend of MOS sort of similarly, right? But that's, yeah, that's maybe that
makes more sense than going down a whole new plugin model.

Phil: It comes down to something that | think everybody on the call always hears, the
difference between what the users want and what can be technically delivered.

Sean: Um, so the post, the, the within the, within the model we have sort of the, you know,
the one thing that strikes me that we could do is obviously the security standardization
stuff that Alex met mentioned, right. Could be something we, we better define in the
protocol. So everyone's on that same page. That's not a huge deal, probably for most
vendors and most NRCS systems to look at and implement, um, in a consistent way. Um,
we're not asking anyone to really rewrite a whole lot of stuff. Bitch, just. Make sure you
have these headers, make sure you're following these guidelines when it comes to SSL.
The second thing is the post-message stuff that we talked about, which is a bit hacky,
sure, but at least if it's on the site and there's a way to document this is how it's done, it
becomes standardized and might be a good thing to incorporate into it. It sounds like, you
know, you guys built that proprietarily, Jesper and Evico, but. And we've kind of gone off
and done the same thing. | don't know what the appetite is for putting something like that
into the protocol so everybody can share in that or not. But that might be a good thing to
standardize some things. And with that approach, is there something on both ends for that,
right? Like, is it something that if the MOS vendors were doing it this consistent way, and
we had that in the protocol, then the NCS vendors could also more easily integrate with
them.



Yanko: One thing | want to mention is that I'm not sure, I'm just not sure if it's in the
protocol or not, but there are plugins that do not send messages when starting the drag
event. | think it's the protocol if I'm not mistaken.

Sean: Itis in the protocol. Yeah, you're supposed to call MOS message from host and do
an event source post message

Yanko: My point is that if someone doesn't follow the protocol and then your users are
like, we won't drag and drop, you know, it's still...

Milan: Yeah, we, we also saw that quite often, actually. And it's, and it's hard to, you know,
talk to the vendor then and say, but you need to first send the message and then | can
trust you and | can talk to you, open the doors, you know, but quite a few vendors, | would
say that | saw not doing that.

Sean: So yeah, that's more of an enforcement thing. Like how do we say, if you're not
actually following the protocol, what does that mean? And it's, you know, administratively
there has to be, you know we've talked in the past, putting a, you know, MOS certified on
your product, what does mean to be? And some of it is you're following those basic
tenants of the protocol. We kind of got away from that, but maybe we need to, you know,
relook at that. And the end of the day, it's the customers that are gonna put the most
pressure on somebody to get it right. Um, but this group can serve, | think, as, as
Switzerland in that, nope, it is that vendor not following the protocol. Don't blame your NCS
vendor or don't blame. Your MOS vendor, you know, this, this is the protocol and this is
what the person who's wrong. And at some point, you need to, this group needs to be that
Switzerland and, and give those customers the guidance. We've used to have a lot of
customers on the calls and it would be good to maybe get some of that engagement back.
So when they have those questions, we can. Be here, not as a vendor of an NCS or a
MOS, but as a, you know, a keeper of the MOS protocol.

Phil: Frankly, the idea of having everything in plugins, a customer looks at it and says, this
is inside of my ENPS or my Inception or my Octopus or my Sl or whatever, and it's not
working here, but it works when | open my browser, so it must be your problem.

Milan: That's Yeah, | feel that's the usual story, yep.

Sean: We all get blamed. That's where a technology leader at a customer site should have
somebody they can reach out to at the MOS group or a number of people. Obviously if it's
Phil and it's ENPS are in problems that they probably don't wanna hear. But if they have
any questions, they go, this is the protocol, here's why it's wrong. You need to get on this
vendor to, like you said, send the MOS message from host at startup, because otherwise
none of it works, right? But it's the customers who are paying the money, they're the ones
who are gonna get listened to, so.

Phil: And the vendors on the system are the people who are thinking about it and thinking
about how it needs to be right and it needs to work out of the box because you don't want
to spend a lot of time hearing about it. But there are a lot, I'll say, smaller companies out
there that unless you can show them an immediate ROI, we're not spending money on
programming.

Sean: All right, anything else we missed?



Milan: Cookies

Sean: Cookies. Yes, yeah, so the login process. So what are some solutions to that? |
mean, we had one where we couldn't even display their login screen correctly.

Yanko: No, it's basically... | think Chrome and Chromium literally cracked down like in the
last 10 versions or something. It has to do with the same thing with basically different
domains. It immediately promotes or demotes | guess the cookies used by the iframe as
third-party cookies and they just basically said those are going to be disabled by default
and, when they're disabled, they just don't work. So whatever authentication or security,
and obviously to Phil's point, whenever you open the plugin as a standalone page, it's
going to work fine because they're not third-party cookies anymore. | hope

Phil: What some people do is they create their own variable someplace on the machine
and that's where it goes looking. It's not looking at conventional cookies. It does a
handshake based off of a different variable.

Yanko: But yeah, basically, it's the same issue wrapped in a little bit of a different wrapper.

Phil: Yeah, and hate to knock vendors because they do some terrific stuff, but they just
don't think about the real estate that a user sees when opening a plugin inside of an NCS.

Sean: So is there any workaround for this other than not using Cookie-based
authentication in a plugin?

Yanko: Whatever it's in on, I, well, the proxy thing, that's the only the proxy solution.
Sean: But then we get into that whole other post of messiness, right?

Yanko: Well, | mean, what | would say is that the same way that the web components
approach probably needs like a minimalistic POC, | would say that the proxy approach
might need a minimalist POC as well. And because if there's a kind of a standard way
between like web servers, you know, like NGINX, HA Proxy, IIS, whatever, right?
Whatever people tend to use. If there's like a semi not that painful way to make it work and
there's a like POC for that, that might be the most painless approach because at that point
you're no longer third party right you're the browser sees you as the same as the same site
at that point even probably drag and drop will work as well | think

Jesper: Yeah, Dragon Drive is definitely going to work. You're putting your plugin into a
folder structure, so let's say that you're putting that on a subfolder and then the plugin uses
relative links, so it starts navigating outside of its own folder. And that's what you have in.
Clash of names, please.

Yanko: I think and I might be wrong on that because for example | think you can just
rewrite the rules like you can say whenever | get this just go to the other thing and there's
another thing in IS which obviously | don't know how to do in even like nginx because i
haven't read about it i just read about the thing in iOS today but I’'m pretty sure the iOS like
virtual directory thing is also gonna work out just because that's not part of the host name
right but anyway um like that again i think it needs a POC on at least like three on at least
three web servers sorry about that to have a like a way forward and obviously those
relative bad issues are going to be present so that needs to be somewhat thought of and
like in the POC as well.



Sean: All right. Well, it sounds like there's sort of five possible things that are takeaways.
Three or more, you know, immediate protocol based things around the security, the post
messages and possibly stating, you know, cookies authentication based authentication
can't be supported in the protocol document. So people know not to use that because or
can | cannot. Yeah, | think we probably need to say it can't use. | guess we're. Somewhat
breaks out is it might be used successfully. | can't remember if this was the case where
like in our any NPS, right? Where we're hosting an older, | think it only works for hosting an
older version of Chromium. And as soon as we update Chromia, it's gonna break.

Yanko: Uh, well, | mean, if we go by that, uh, drag and drop also works, but that case is
essentially you're opening the plugin in a different time, which is also going to work. It's, it's
because, um, like for, for the cookies, yes. For the dragon drop, it is a whole different
scenario, which going to work in the web as well with the plugin and the NRCS in different
like windows or tabs because that uh someone mentioned uh sorry but i forgot who
someone mentioned that dragging between the tabs is working and that's because it uses
a totally different like mechanism because you see the URL and whatever right so if you
open like if you don't open it embed it in an iframe, try and drop is gonna work.

Sean: Right, right, right. It's when it's in from an iFrame to a parent, that's when we get into
that.

Yanko: For the standalone clients, it works as well because you're hosting a browser, but
you're dragging out of that browser to the standalone client, so that's why it works again.

Sean: So might | suggest, though, for IBC, those three items we look at putting into a
proposal to vote on at the miles meeting, which is just standardizing the documentation.
Potentially those three. I'll put this, you know, up on the HTML5 channel on Slack and we
can talk more about it, but certainly the security requirements, the cookies based
authentication, those are things that we might want to put in the protocol document. The
standardizing post messages, | don't know if that goes in the protocol document or not. |
think that one we need a little more discussion on. And you know, there's some closed
source sort of stuff there on all sides. It's implementation detail. So we can discuss that
further. And then the other two things are maybe, you know somebody can start putting
together proof of concepts around reverse proxy and proof of concept around. Package
plugins, you know, for a more future looking thing, you know, no one has to volunteer on
that. So right now everyone's busy, but maybe we keep those in our back pocket as things
we want to look at and bring to the group.

Alex: It might also be interesting to see if we can standardize around a cookie-less auth
scheme. Cookies exist, but we could also try something like OAuth2, or a number of the
other auth mechanisms there. Follow the same scheme.

Sean: Rather than say, don't use cookies, say this is what we would recommend that you
do use, right? So we can all play together. Yeah, | like that.

Phil: It needs to be something looking at it from a customer standpoint. It needs be
something that is going to be persistent between | closed it because | built my graphic this
time and 20 seconds later | need to open it back up again and | don't want to have to re-
authenticate. That's the user side of it.



Jesper: Sort of a jJump back to the drag and drop thing. | just remember what we ended up
doing because it's cross-origin from the iframe to parent. You're allowed to drop between
two iframes from the same domain. So we actually created the drop target from the plug-in
too. So we hosted a drag iframe and a drop thing and we created a protocol around that
idea. So the post message was not to say that the drag has started. Well, not to register a
drop, it was to tell the host, could you please mount my specified drop target and make
that ready for the drop. So, yeah.

Yanko: And | assume that is because of the missing messages, right?
Jesper: Sorry, I'm not following that one.

Yanko: Like if the plugin didn't send the message on drag start, | guess that approach
would work, right?

Jesper: Uh, yeah.

Sean: Um, okay. So is there, is there something we might want to talk about incorporating,
um, into some standard way to, to incorporate that into, you know, so that we all can, can
use that or, or anything like that.

Jesper: Let's start by asking my client if they can release the article on it and if we can
publish that and then we can start working from that.

Phil: As a logistical thing, I'm gonna start a shareable Word doc that everybody who's on
this call, I'll give rights to be able to jump in and start scribbling things together if that
works.

Sean: Yeah, I'm going to post these notes that I've been taking to the Slack channel, if
that's helpful as well.

Phil: If you just send that to me, I'll put that in as the start of the Word doc.

Sean: All right, we'll do you. All right, good, and | guess the only other thing to talk about
while we've got some people here is IBC, if people are gonna be at IBC and what we
wanna, do we wanna sort of target that as a checkpoint to push forward either with some
stuff to propose to augment the protocol where we can take a vote? | don't know if there's
a MOS meeting scheduled at | BC or what, but.

Phil: We have not been scheduling because not enough people are going and everybody
has so much stand duty that they can't pull themselves away. Is this the feedback I've
been getting?

Sean: OK. All right, I know Milan, you were kind of saying it would be good to, even if we
do something maybe a little maybe after hours or something where, we could have a
group, | don't know, might be good though to try and get together.

Phil: It would be good to get together, but let's also do an online thing for people who
aren't there and can't break away and all that.

Sean: When, | mean, | don't know, how do we schedule that? How do we sort of get that
on the calendar? You wanna do a follow-up on that, Phil?



Phil: Yeah, I'll do that. Does everybody hang around for Vendor Day at the end, or are
people going home by then?

Sean: | usually try and stick around for that last day, just because it's the day to like
actually meet with other people or in vendor space.

Milan: The same here, but maybe we can do some sort of a poll or I don't know, maybe in
Slack. Who's gonna be there and what day would be preferred.

Phil: Yeah, Milan, if you'll put that in, | will schedule a call for follow-up and for anybody
who couldn't join it. Maybe a week after, I'd basically give people time to catch their breath.

Sean: Alright, anything else guys? All right, it's good to see everybody. And it's nice to
hear that we're all in the same boat. And hopefully we can come up with some things that'll
make this easier for all of us. All right, thanks guys.



